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In the run up to the GDPR deadline, DPOs frantically 
tried to get their organisations compliant, or as near to 
compliant as possible. The main organisational driver 
was to avoid the hefty 4% fines for non-compliance, as 
promised by the Information Commissioner’s Office (ICO)

And then in the aftermath of GDPR, the focus of the role 
shifted. Now DPOs were attempting to keep up with 
the deluge of requests as customers and service users 
exercised their rights to access their personal data by 
means of Subject Access Requests (SARs).

Today, despite the role being a legal requirement under 
GDPR, the main challenge facing DPOs is how to secure 
sufficient resources to carry out their duties.
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How to transition data protection to 
‘business-as-usual’
You have thousands of employees in your business, and it 
only takes a small number of bad practices to throw your 
compliance programme into disarray. Chances  
are you’re not Superman or Superwoman, so you can’t 
do everything. 

Transitioning data protection to business-as-usual 
requires an organisation-wide effort. Based on our 
experience, we believe there are 6 practical steps you can 
take to ensure that data protection takes centre stage in 
your company:

	 Step 1: Take a data inventory

 	Step 2: Monitor your data estate

 	Step 3: Benchmark your SAR process

 	Step 4: Nominate data champions

 	Step 5: Create a data training plan

 	Step 6: Lock down your data security

Read more about each step in detail

So what else can you do to sharpen up your  
privacy programme? Read on to see our  
top 4 recommendations.

GDPR placed an enormous  
responsibility on the role of the DPO 

https://www.exonar.com/what-you-can-learn-from-a-99m-data-protection-mistake/
https://www.exonar.com/6-practical-steps-you-can-take-to-transition-data-protection-to-business-as-usual/
https://www.exonar.com/6-practical-steps-you-can-take-to-transition-data-protection-to-business-as-usual/
https://www.exonar.com/6-practical-steps-you-can-take-to-transition-data-protection-to-business-as-usual/
https://www.exonar.com/6-practical-steps-you-can-take-to-transition-data-protection-to-business-as-usual/


 1:  
Start with your people –  
your data guardians 

As with any business transformation project, the 
change only sticks if you successfully make a 
cultural shift in the way your organisation operates.

As the people actually doing the work every day, it 
makes sense to draw on the expertise of nominated 
personnel within each functional business unit. 
They know the systems they use, what data they 
collect, why they collect it, and the employees who 
need access. 

Empower these individuals and they become 
responsible for their function’s data protection. And 
when they feel responsible, they take ownership of 
the challenges surrounding data protection. Then, 
if or when they identify an issue, it becomes a lot 
easier for you to exercise your powers and secure 
the necessary resources to mitigate the risk.

To secure these functional data champions:

	 Nominate a person within each department to 	
	 become your data guardians.

	 Make sure you do the same with third party 	  
	 partners who are processing personal data on  
	 your customers or staff on your behalf.

	 Train them so they understand what data  
	 practices are expected based on their data  
	 inventory, how they can help ensure 	  
	 compliance, and the ramifications for not  
	 following the guidance.

	 Give them a simple framework to report within  
	 so you can collate the information you need to  
	 perform your role.
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 3:   
Take a look at what’s  
really in your data
While documenting your data processes and 
appointing data guardians is a must, these activities 
cannot ever truly reveal what’s in your data. No matter 
how locked down your structured data repositories 
are, how well trained on data processing policies your 
teams are, data has a habit of escaping. It gets pulled 
out into excel spreadsheets, sent round on emails, and 
saved on personal drives.

Based on our own research, a typical organisation’s 
unstructured data contains 42% confidential 
information, 9% personal data and 1% passwords, 
much of which will not be captured in a privacy audit, 
because it isn’t contained in a structured database. 

What the GDPR forces business leaders to consider 
is where every single piece of personal data is 
across their IT estate – including cloud services like 
Office365. A thorough approach to data discovery, 
properly implemented with the right discovery 
software, will lead you to data that you did not 
know about.

Intelligent Information discovery software enables 
you to filter and focus on what really matters to 
meet your information privacy requirements. By 
plugging into fileshares, shared drives, mail servers 
and cloud storage systems you can get a holistic 
view of your unstructured information. Millions of 
documents and Terabytes of files can be indexed 
and understood. 

Reports can be generated on what’s where and how 
sensitive it is. Individual files can be drilled into and 
all other files (wherever they may be located) about 
the same subject can be identified instantly. Files 
can be moved or deleted. Privacy policy violations 
can be picked up with automated Workflows. And 
Subject Access Request or eDiscovery case data 
sent to the right people or systems. 

 2:  
Conduct regular audits of your 
privacy processes and policies 

Data protection isn’t a tick-box exercise. However, 
after the deadline hit, many organisations believed 
they were done with GDPR. After all, they’d just 
spent an average of £1.3 million ensuring their 
compliance, and the ICO didn’t immediately hand 
out any of the 4% fines we’d all been so worried 
about - so they returned to business as usual.

But data protection isn’t something you just do, like 
ticking off an action on a checklist.

Just as you would perform an annual internal 
audit to reduce your risk profile, your data 
protection efforts need to be constantly monitored 
and periodically reviewed to safeguard your 
organisation.

If your organisation is back in business-as-usual 
mode since the GDPR deadline, it’s probably time to 
stop treating data protection as a project. 

Make data protection practices become ingrained 
as part of business-as-usual activity, and you’ll 
secure the elusive resources required to perform 
your duties.

https://www.exonar.com/products/reveal/
https://www.exonar.com/products/reveal/
https://www.computing.co.uk/ctg/news/3026729/british-businesses-throw-gbp13-million-to-ensure-gdpr-compliance-survey
https://www.computing.co.uk/ctg/news/3026729/british-businesses-throw-gbp13-million-to-ensure-gdpr-compliance-survey


 4:  
Get the Board involved
Although the DPO is a role which must report 
to the executive management, there had been a 
perception in some organisations that the job was 
done around the time of the deadline and there 
was no need for additional budget. Research from 
the CPO Magazine reveals that a quarter of DPOs 
say that their main challenge is obtaining sufficient 
resources bears this out.

In our experience, however, the most powerful 
hook for getting the board to sit up and take notice 
is real insight into what the data in a business 
contains.

Intelligent information discovery software will 
unearth a comprehensive picture of all the personal 
data that is held in your data estate, where it is held 
and its characteristics; taking your organisation 
beyond spreadsheets and interviews, and into the 
realm of making well informed decisions, rapidly.

You’ll get a clear idea of how data is actually 
processed and managed within your organisation. 
That way, you can make the case for implementing 
the tools that will enable you to automate the 
process of staying on top of your data estate.
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https://www.cpomagazine.com/data-protection-and-privacy-officer-priorities-2019/
https://www.cpomagazine.com/data-protection-and-privacy-officer-priorities-2019/
https://www.exonar.com/products/reveal/


Here at Exonar, we help our customers to uncover what 
they’ve got within their data estate, at scale, and in clever 
ways that our competitors can’t or don’t do. 

Then we help to manage that data proactively – 
categorising, moving or deleting it at scale, from files 
through emails to databases – to help our customers 
achieve and maintain compliance. 

We do this through a bundled package, which comprises 
two products, Exonar Reveal and Exonar Resolve:

exonar>REVEAL: identify and manage information at 
scale to facilitate good data management practice, and 
establish workflows to operationalise data alerts. 

exonar>RESOLVE: organise and store data to optimise 
performance, categorise, move or delete it, repatriate 
sensitive data to improve regulatory compliance or 
reduce storage costs. 
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Start sharpening your privacy  
policy today
We’re yet to work with an organisation that isn’t amazed 
at the ‘dark’ data within their estate. It’s why we offer our 
core technology as a free trial, up to a maximum of 1TB 
of data. Once you’ve set the test going, our software will 
comprehensively index and crawl your estate to return a 
clear picture of what data is there. 

Then, if you want deeper insight to help build a business 
case for the resources you need to perform your duties, 
our pilot programme examines a much larger data set. 
By opening your organisation’s eyes to the scale of their 
data challenges, they will quickly realise how vulnerable 
their customers’ personal data is, and support you in 
implementing the necessary tools to protect their trust.

Request a Demo and if you are ready, you can get going 
for free: www.exonar.com/discover-your-data-for-free/

Organise, protect and enrich your data 

https://www.exonar.com/discover-your-data-for-free/
https://www.exonar.com/6-practical-steps-you-can-take-to-transition-data-protection-to-business-as-usual/


About us
Discover, protect and enrich your data  
in remarkable ways

Without knowing exactly what data lies in a company, 
how do you extract actionable insight from it? And if you 
can’t put your hands on that data, how do you possess the 
confidence to say that you comply with data regulations? 

Every company has forgotten and potentially toxic data 
lurking in the shadows; information that’s been exported 
to a spreadsheet, edited, emailed, and then left in a 
folder somewhere. But within the bad data lies valuable 
knowledge and insight too.

Just imagine what’s lying buried in your file share... 

Working with some of the most demanding companies in 
defence, banking and pharmaceuticals, we tap into this 
value by revealing everything within their data estate, at 
scale, and in clever ways that our competitors can’t, or 
don’t, do. 

We then enable companies to categorise, move or delete 
their data at scale, from files through emails to databases, 
to effectively ‘spring clean’ it and assure regulatory 
compliance. In addition, we can create a single view of 
connected data, which further distils knowledge, and 
transforms data from a risk to an asset. 

To find out how we can help your company  
reveal the extent of its data as an asset and a  
risk, visit exonar.com and get your data  
discovery journey started today. 

http://exonar.com

